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Legal notice

Certain functionalities described herein or in other product documentation are available only if the software is
appropriately configured. Depending on the product series, software is configured either in consultation with your AEB
representative or with the help of documentation obtained from your AEB representative. Details are set forth in your
agreement with AEB.

“AEB" always refers to the company with which you as a customer have entered into the agreement in question. This is
either AEB SE or any majority-held subsidiary of the same. An overview of these companies can be found on our website
www.aeb.com. Any exceptions to this rule are identified by specifically naming the company in question.

The program may only be used in accordance with the conditions set forth in the license agreement.

Brands

Brands in this product information are not explicitly marked as such, as is the norm in technical documentation:

e Adobe, Acrobat, Reader, Experience Manager Forms, and AcroForms are brands or registered trademarks of Adobe
Systems Inc.

e HTML and XML are brands or registered trademarks of W3C, World Wide Web Consortium, Massachusetts Institute
of Technology.

e  TIBCO Jaspersoft Business Intelligence Suite is a brand of TIBCO SOFTWARE INC.
e  Javaand Oracle are registered trademarks of Oracle Corporation.

e Microsoft Windows, Microsoft Word, Microsoft Excel, and MS SQL are registered trademarks of Microsoft
Corporation.

e Nicelabel, Designer Pro, and Designer Express are brands or registered trademarks of Nicelabel / Euro Plus d.o.o.
e  Salesforce, Sales Cloud, and others are trademarks of Salesforce.com, Inc.
e  SAP and SAP S/4HANA are trademarks or registered trademarks of SAP SE.

All other product names are assumed to be registered brands of the respective company. All brands are recognized.

All information contained herein is non-binding and for information purposes only.

Copyrights

All rights, especially copyrights, are reserved. No part of this product information or the corresponding program may be
reproduced or copied in any form (print, photocopy, or other process) without the written consent of AEB. This product
information is provided solely to customers of AEB for their internal use in conjunction with software licensed from AEB.
This information may not be shared in any form with third parties, except the employees of the customer, without the
written consent of AEB, and then also exclusively for use in conjunction with software licensed from AEB or AFI Solutions
GmbH (AFI GmbH).

AEB Add-ons for SAP®: use of AEB product code

Maintenance and development may at any time cause changes to the standard system’s internal programming. For this

reason, the customer is prohibited from programming in such a way that addresses internal programming functionalities
(such as in the SAP® object code). This restriction does not extend to documented code designed to facilitate customer
use, such as an interface for accessing product functionalities.
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T Operation

AEB Cloud AEB Private Cloud
Cloud operation located in Germany v v
Connection to authorities (e.g. customs) included v v
Operation of the infrastructure (e.g. databases, v v
application servers)
Dynamic provision of additional system resources | v v
Automatic provision of the licensed business con- | v
tent v
or according to customer specification
System environment shared dedicated

Network infrastructure

Shared devices

Shared devices, dedicated
possible’

Data management

Shared store

Shared store, dedicated possi-
ble’



2 Access

AEB Cloud AEB Private Cloud
Direct access via Internet v v
Access TLS 1.3 or higher encrypted v v
IP address whitelisting - possible’
IP address blacklisting - possible’
Access via VPN € €
3 Test system
AEB Cloud AEB Private Cloud
Test system for business services v v
Individual test system - €
4 Monitoring
AEB Cloud AEB Private Cloud
Proactive system monitoring v v
Proactive application monitoring for AEB Busi- v v
ness Services and AEB Cloud Products
Proactive process monitoring - €
5 Frame and availability
AEB Cloud AEB Private Cloud
Operating hours 24/7 v v
Standard availability 99% 99.5%
Extended availability possible until - 99.999% '
Maintenance window (see service description) v v
Maintenance windows agreed individually - €
Backup at least once a day v v




AEB Cloud

AEB Private Cloud

Data retention

18 months?

To be agreed individually

Archiving

€

€

Data volume (DB store)

Up to 500GB/year

Up to 1 TB/year, more is pos-
sible 1

Named users

Up to 100072

6 Communication, support and care

2

Any

AEB Cloud AEB Private Cloud
System services and care by AEB 24/7 v v
Application support according to the Support service de- v v

scription

Technical support

Analogous to the times of
the application support

24/7 possible !

Status information via website v v
Error reports via community, tickets, e-mail, telephone v v
Extended application support hours; up to 24/7 € €
Status information via e-mail - €
Proactive status reporting - €
Individual telephone number for error reports - €
Other ways of error reports - €
System services and care by individual AEB team - €
Customer-specific adaptations - €




7 Security and data protection

AEB Cloud AEB Private Cloud
Information Security Management System (ISMS) certi- v v
fied — 1SO-27001 or comparable —
Certified data protection management v v
AEO-S certified v v
Automatic system patches v v
Certified AEB security processes v v
Certified AEB safety concept v v
Regular penetration tests v v
Application patches are regularly applied at fixed mainte- v v
nance windows or individually agreed’
Access security: Username, password (+ client if applica- | v v
ble)
Password policy Fixed according to AEB Adjustable’

specification

Automatic separation After 24 hrs Customizable’
User management per AEB application v v
User management overall (SSO) € €
Directory coupling (e.g. with EntralD, Ping,...) € €
Additional factor authentication for access (e.g. Authenti- | - €
cator App)

Individually adapted security processes - €
Individually adapted safety concept - €
Individual penetration tests - €
Individual change/release management - €
Individual audits - €




8 BCM and disaster recovery

AEB Cloud AEB Private Cloud
Recovery Time Objective (RTO) 24 h, fixed 24 h, individually ad-
justable’
Recovery Point Objective (RPO) 24 h, fixed 24 h, individually ad-

justable

Regular backup (e.g. once a month) of all customer data - €
in an environment specified by the customer.

Escrow for the applications - €
Prioritized disaster recovery including standby systems - €

in 3rd data center




9 Explanations to the tables

v Included in the respective model.

€ Optional, can be booked/agreed individually in a separate SLA. This may result in additional costs.

! This option can be booked/agreed individually in a separate SLA. This may result in additional costs. If
you are interested in this option, please contact your AEB representative.

2 Unless otherwise defined in the respective system description of the product.
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